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It is said that necessity is the mother of invention. Amidst a world-wide
lockdown due to COVID-19, the education sector is amongst the many that has
taken a strong blow and underlined a need to change drastically. No more are
the stakeholders involved in higher education able to function conventionally
and the prospect of operating back to the status quo seems quite indefinite. In
such a time, the only recourse that universities across the globe are resorting
to is that of functioning online. With each day, it only seems that the COVID19 crisis is acting as a catalyst to both improve the existing online platforms for
learning as well as instil confidence in the users in terms of its utility.
Indian institutions never imagined the need to go 100% online in the absence
of regulations that allowed selection of courses to be taught electronically. The
administration of many institutions were hit hard when they were faced with
immediate closure of institutions and needed to transform brick and mortar
classrooms to virtual ones. This is amidst the growing digital divide we have in
India.
The earliest assumption was that this pandemic would pass soon enough, and
students would be back again in the classroom. But as the virus has progressed
from one region to another, it has become more and more apparent that the
current situation of maintaining social distance in day to day interactions is not
going to ease up anytime soon. With this realisation, colleges and universities
are scrambling to provide online classes so that they can get their programs
back on track. There is also a much bigger effort to convince new enrolments
for the September 2020 intake, that all efforts have been made to offer the
same level of attention and quality for online delivery of classes.
With a view to assist and prepare institutions for online delivery of classes and
other activities, QS I·GAUGE developed and launched the E-LEAD (E-Learning
Excellence for Academic Digitisation) methodology and certification program,
which aims to deliver a readiness check of institutions in adopting technology
and technology enabled services to move to online platforms for teaching &
learning. This report showcases trends, best practices and observations of
these institutions, who were early adopters of technology for e-learning.
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This report is published as a recognition for those institutions that have been
early adopters of technology for education delivery in India. The report
culminates the various best practices as noted from these institutions,
measured against an independent rating mechanism and methodology named
E-LEAD. We hope that this report provides inspiration to institutions still
considering factors to consider for online education delivery. Here is is the
complete methodology:
METHODOLOGY FOR E-LEAD CERTIFICATION
(E-Learning Excellence for Academic Digitisation)

Institutions need to secure a minimum of 120 points to be
declared an "E-LEAD Certified" Institution

OVERALL RESULTS

FIGURE 1: AVERAGE SCORE BY TYPE OF CAMPUS
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FIGURE 2: AVERAGE SCORE BY TYPE OF CAMPUS

The average score for a non-residential campus is 145.05 and for residential
campuses, it is 144.25. When categorising by type of institution, colleges have
an average score of 146.41, and universities have an average score of 144.43.

FIGURE 3: CERTIFIED BADGE FOR INSTITUTIONS

FIGURE 4: SAMPLE SCORECARD FOR INSTITUTIONS

STUDENT FACULTY ENGAGEMENT
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FIGURE 4: PLATFORMS USED FOR STUDENT-FACULTY ENGAGEMENT

Zoom is the go-to Platform for Student-Faculty Engagement: The use of Zoom
as the virtual platform for easy online learning has seen a surge since the
introduction of lockdown.
The Singapore government in April 2020 had suspended the use of Zoom for
online teaching in response to a breach of security where hijackers hacked a
lesson and proceeded to show inappropriate images to students. There have
been multiple similar incidents. India's Cyber Coordination Centre (CyCord),
under the Union Ministry of Home Affairs (MHA), has issued an advisory on the
use of Zoom as a platform citing security concerns. This came on the back of
earlier advisories of the Indian Computer Emergency Response Team. The
document entails a list of protective measures to help protect individuals who
continue to use the platform as Government officials/officers have already
been instructed not to use it.
Despite all of this, Zoom is still the most preferred platform with 31 institutions
that adds up to 70.45% using it. It could be due to Zoom proactively addressing
the issues. Furthermore, Zoom added over 100 features as part of its 90-day
plan to address security and privacy concerns in June 2020.
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Another probable reason why Zoom has been popular to begin with is that it
offers a free version of the conference meeting solution which cuts down
administrative costs of the institutes and at the same time is seen to be the
most user friendly and specifically tailored when it comes to online classes in
comparison to other apps from Google and Microsoft.
With the allowance of forty minutes in the free version which is not possible
through other applications, it makes the entire process relatively convenient
and efficient both in terms of time and quality delivery of lectures. Zoom's
popularity and extensive use globally since years before the COVID-19 as well
as locally is another reason why institutions are reluctant to go for the quick
shift to other platforms. Rather, institutions look forward to using the app more
securely and efficiently through methods such as updating the app regularly,
using meeting passwords, activating a lobby, and other nuances concerning
security and privacy.
The next two platforms for student-faculty engagement with a large share are
Google Meet and Microsoft Teams with 27.27% and 20.45% respectively.
About 9.09% use GoToMeeting, 6.82% use Impartus, 4.55% use Webex and
Blackboard Collaborate is also used by 4.55% of the institutions.

ZOOM’S FIRM COMMITMENT TO INDIA
Velchamy Sankarlingam is the new President for Product and Engineering at
Zoom Video Communications, located in San Francisco. Velawas was born in
India, from the town of Virudhunagar, Tamil Nadu; and graduated from Anna
University in 1988 with a B.E. in Electronics and Comm Engineering. In his recent
LinkedIn post and Zoom webinar talk, he reaffirms their commitment to India.
Velachamy reveals that Zoom’s presence in India is represented on the ground by
an office in Mumbai, as well as two Data Centers (one in Mumbai and one in
Hyderabad). He also reveals that three of Zoom’s top executives are of Indian
descent: Aparna Bawa, Chief Operating Officer; Sunil Madan, Corporate Chief
Information Officer; and himself.
He talks about engaging with more stakeholders in India in the coming months to
support key priorities such as Digital India, StartUp India and Skills India,
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FIGURE 5: PLATFORMS USED FOR STUDENT-FACULTY ENGAGEMENT

Custom built LMS is preferred by the institutions: Learning Management
Systems have varied purposes depending on the objectives of the institutions
using it. The use of LMS falls into two categories: learners who use the LMS to
participate in online courses and the E-learning team that uses the software to
prepare and disperse the training content.
Different vendors supplying LMS software cater to specific objectives
identified by the institution. These systems allow institutions to store all data in
one area, improve accessibility, track progress and outcomes of online training
and customise it depending on the software.
About 40.91% of the surveyed institutions use a custom-built LMS, out of
these, 18.83% of them are STEM institutions.
Moodle is used by 29.55% and is a clear favourite after a custom built LMS
system. Google Classroom is used by 6.82%, and systems such as Quiklrn,
Impartus, Juno, TCS-Ion, Blackboard is used by 4.55% of the institutions. About
2.27% of the institutions use Syssoft, the same percentage use Academic ERP
and Optra, respectively.

LEARNING MANAGEMENT SYSTEMS

PAGE 7

FIGURE 5: INSTITUTION USING MULTIPLE LMS

The majority are institutions i.e. 93.18% use only one LMS; whereas a mere
6.82% use more than one LMS.

FIGURE 6 AND 7: INSTITUTION USING MULTIPLE LMS AND PERCENTAGE OF INSTITUTIONS HAVING
CLOUD-BASED VS SERVER-BASED DISASTER RECOVERY SYSTEM

BEST PRACTICES - DATA RECOVERY
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FIGURE 8: TYPES OF DISASTER RECOVERY SYSTEMS

Disaster-recovery system: 81.82% of institutions have a disaster-recovery
system, while the remaining 18.18% have not implemented any. Out of the
percentage of institutions that have adopted a disaster-recovery system,
60.61% use server storage while the remaining 39.39% use a cloud-based
storage system for disaster recovery.
There are many brands of disaster recovery systems that have been
implemented. The percentage of NAS usage is 29.73% which is the largest
among the percentage of institutions. About 18.92% use AWS. Off site Data
Centre is used by 10.81%, while 8.11% of the institutions use Microsoft Azure.
TCS-Ion, Commvault and Raid 5 Server are used by 5.41% of the institutions.
About 2.70% of institutions use Godaddy Server, HPE Proliant Server, SAP,
Juno, Mail Server and Dell EMC each.
AWS, Microsoft Azure, Godaddy Server and Juno are cloud servers whereas
the remaining systems mentioned above are server storage.

BEST PRACTICES - SOFTWARE
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FIGURE 9: PRESENCE OF A COMPREHENSIVE POLICY ON NON-USAGE OF PIRATED
SOFTWARE AND CYBER SECURITY/DATA PRIVACY

Non-usage of Pirated Software: Software piracy is an ethical issue in the cyber
area. It means when an individual or institution illegally uses available software
without paying the requisite fee, or when they use the commercial software
and distribute and sell it for their own profit. It is remarkably easy to copy and
use pirated software. However, using it may affect its functioning capability,
data privacy, updates, and enhancements. It will not deliver the intended
performance outcome. Needless to mention, using pirated software is cybercrime and should not be adopted.
Globally esteemed institutions have laid down strict policies concerning piracy.
For instance, Stanford University, in the event of electronic copyright
infringement carried out by a student, pursues a course of action which is
governed by certain Federal regulations. At Cornell University, disciplinary
actions for piracy range from a reprimand to dismissal from the university,
depending on the severity of the violation and legal actions and other sanctions
including substantial monetary damages, or exclusion from discount pricing and
volume-licensing programs could be imposed for the offence of piracy against
the university if the university is found indulging in piracy.
As per the Eastern Michigan University Policy, the penalties may include
activities such as disconnecting an offending computer system from the
campus network, terminating a running job on a computer system or taking
other such actions.

BEST PRACTICES - SOFTWARE, PRIVACY
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The policy of Southern Illinois University dictates that the employees and
students making, acquiring, or using unauthorized copies of computer software
may be subject to university disciplinary actions as well as legal action by the
copyright owner. Further, neither the university nor the state of Illinois
provides legal indemnification or defence for employees or students whose
violation arises out of wilful misconduct. As per the current study, to our
surprise only about 90.91% of the institutions have a comprehensive policy
implemented for the non-usage of pirated software, whereas 9.09% do not
have comprehensive policy for offence of piracy.
Cyber-security/data privacy: The adoption of online platform to easy elearning has come under scrutiny regarding the breach of student privacy.
These platforms collect personal information/data regarding children which can
lead to potential danger. The adoption of platforms which were not originally
intended for the use of children is a matter of grave concern. There is no
guarantee that the user data will not be shared, stolen, or broadcasted. Almost
all institutions collect identity information for a large database used for
commercial purposes such a targeted advertising.
There is lack of awareness of compliance with children privacy laws. Globally
several esteemed institutions also have a strong set of data protection policies
in place. The University of Edinburgh helps protect the data protection rights
of all those with whom it works with. The University’s policy sets out the
accountability and responsibilities of the University, its staff, and its students
to comply fully with the provisions of the General Data Protection Regulation
(GDPR) and the Data Protection Act (DPA) 2018. The University holds and
processes personal data of ‘data subjects’. Such data, the policy states must
only be processed in accordance with the GDPR and the DPA. The University
policy also mandates the appointment of a Data Protection Officer (DPO) to
monitor and advise on compliance with the GDPR and the DPA.
Similarly, the University of Georgia helps protect personal information and
sensitive information collected from various stakeholders who provide such
information to the university. This goes in accordance with both state and
federal regulations concerning the use of sensitive information as per the
university policy. Such sensitive information includes information that could be
used to cause financial harm or reputational harm to any individual.

BEST PRACTICES - PRIVACY
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The University of Nottingham too functions upon the requirements of the
General Data Protection Regulation under its policy. It obtains, uses, stores and
otherwise processes personal data relating to its data subjects. When
processing personal data, the University is obliged to fulfil individuals’
reasonable expectations of privacy by complying with GDPR and other relevant
data protection legislation.
The University of Illinois requires that its University Community Members meet
the Information Security Standards policy and all applicable laws, University
policies, and University contractual obligations. Failure to comply with the
university policy and its Information Security Standards may result in denied
access to IT Resources and disciplinary action, up to and including termination
or dismissal.
So, in accordance with global best practices, we noted that as per the current
empirical study of institutions in E-LEAD, majority of 95.45% of the
institutions have a comprehensive policy in place for cyber-security/data
privacy. However, there is a small percentage of 4.55% that do not have such a
policy for ensuring privacy in place.

FIGURE 10: SAMPLE OF GDPR DELIVERABLE & POLICY FROM UNIVERSITY COLLEGE CORK (UCC)
SOURCE: UCC WEBSITE
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PAGE 12

FIGURE 10: PRESENCE OF POLICY ON IT SLA, EFFECTIVE BACKUP FOR STANDALONE
SYSTEMS AND POWER BACK UP FOR IT AND IT ENABLED SYSTEMS

About 90.91% of the institutions have an effective policy on IT Service Level
Agreement, with the remaining 9.09% not having any. An effective backup for a
standalone system has been implemented by 88.64% of the institutions; there is no
backup for 11.36% of the institutions surveyed. About 88.64% have a power backup
for IT, and IT enabled systems, and the absence of the same can be seen in 11.36% of
the institutions.

Compiled & Edited by:
Dr Ashwin Fernandes
Prof Padmanabha Ramanujam

ACKNOWLEDGEMENTS:
This report wouldn't have been possible without the wholehearted participation of institutions that
supplied data and underwent the certification process. Our heartfelt thanks (and congratulations) to
them for completing this milestone.
The authors would like to acknowledge the support of the various teams at QS IGAUGE which
contributed to this report, including our Analyst, Client Relations, Administration and Marketing teams.
Your support has been instrumental in this report. #OneTeamOneDream

Disclaimer:
The views, information, opinions or graphs displayed in this report are solely
those of the individuals surveyed and do not necessarily represent those of
QS-ERA India Private Limited and/or its employees, partners, shareholders or
other stakeholders.

Liability:
QS-ERA accepts no liability for the accuracy or completeness of any
information provided to it and used and/or supplied to the reader in good
faith. QS-ERA shall not be liable for any indirect, economic or consequential
loss or damage, costs or expense of any kind; whether arising from tort
(including negligence), time and loss of goodwill or anticipated savings of its
own or its employees and agents.

www.igauge.in
© 2020
QS-ERA India Pvt Ltd
#132, 3rd Floor
17th Cross, 11th Main
Malleshwaram West
Bengaluru - 560 055
Karnataka, India
contact@igauge.in

